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EXECUTIVE
SUMMARY

Tech giants are the primary forces driving digital
transformation forward. In the medium to long run
these firms, which can exercise exceptional mar-

ket power, may be able to profoundly change the
range of healthcare services offered in the market-
place, and indeed reshape the nature of existing
healthcare systems. Particularly in case of publicly
financed systems that are organized by sectors?®

and based on the principle of solidarity, this could
lead to a paradigm shift in the way healthcare is
shaped, delivered and consumed. The focus of care
is shifting from traditional therapy to prediction,
prevention and precision medicine. The boundaries
between sectors are becoming more permeable, and
ultimately dissolve in favor of patient-centered care.
In addition, research and day-to-day healthcare are
moving closer together, creating opportunities to
build learning healthcare systems.

In this study, we use the term “tech giants” to refer
to technology companies that are unique regarding
their expertise in digital technologies, and the great
extent of financial, human and technical resources
at their disposal. In most cases, these companies
initially established themselves in another area of
business activity. By entering the healthcare market,
they are pursuing both their own economic interests
and - according to their own statements - the goal

of using digital innovations to significantly improve

health(-care) behavior and healthcare provision,
and thus individual and public health.

The healthcare products and applications developed
by tech giants are mostly based on huge amounts

of data drawn from different areas of life, which they
evaluate using so-called artificial intelligence (Al)
tools to assess the presence of diseases; calculate
risks and expected needs; identify and develop diag-
nostic, therapeutic and preventive measures; and
connect and optimize care processes. In collecting
the data needed by such systems, the companies
largely use their own products and services. Many
such products, such as smartphones, are widely
used and primarily serve purposes other than health,
though companies additionally develop their own
new devices and systems for health care applica-
tions. They also engage in health research, very
often in cooperative ventures of various kinds. In
some cases, they operate hospitals, networked care

systems or health insurance companies.

All of this activity is changing the digital (health)
skills required of those who work in health care,
creating new job profiles and professional respon-
sibilities. The increasing importance of data and
technological know-how is giving the tech giants

a market position that, in many senses, resembles

a traditional monopoly. In this role, they have broad
influence over other actors’ market access, but also

1 In some health care systems, the provision of health care services in the in- and outpatient sectors as well as rehabilitative care

can have major systematic differences. For example, the German healthcare system generally distinguishes between in-patient

clinical and out-patient ambulatory care as well as in- and outpatient rehabilitative care. Each of these sectors follow varying

rules for the administration and reimbursement of medical care, leading to sectoral boundaries in the way healthcare can be

obtained.
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have, de facto, the authority to shape individual
and societal expectations and demands, effectively
determining the boundaries of what is deemed
possible in healthcare. Power of this kind can erode
the freedom of choice within a social market econ-
omy, and undermine the degree to which the social

framework itself is democratically determined.

Thus, when viewed in terms of high-level ethical
principles and values, the tech giants’ activities

in the healthcare sector present both significant
opportunities and risks. For example, they provide
modern technologies that can be used to promote
health and self-determination, improve access to
medical care, protect privacy and optimize care
processes. At the same time, however, there are
significant risks with regard to privacy, protection

against discrimination, and even health and self-
determination. Tech giants in the United States,
Europe and Asia differ with regard to the type
and scope of their impact.

This study features a number of examples to
highlight the tech giants’ diverse activities in the
healthcare sector. In addition, it presents, as an
overwiew, an ethical analysis of some particularly
relevant change processes being driven in large
part by tech giants, and concludes with eight
recommendations for productively engaging with
tech giants to improve healthcare while avoiding

ethically significant risks.
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NTRODUCTION

1.1
STARTING POINT

It is impossible to imagine our world today without digital transformation. The digitalization of

products, processes and structures is having a sweeping impact across all areas of individual and

social life.

In the healthcare sector too, the extent of digital data collection and processing is growing

exponentially, and digital trends and technologies3 are increasingly converging. Both Topol (2013)

and Hahn and Schreiber (2018) speak of a “super-convergence” that is laying the foundations for

a new approach to medicine. The German healthcare system has only just begun to navigate its way

10

“A state’s healthcare system includes all regulations, measures, technical resources, facilities, professions and persons that have
the goal of promoting, maintaining, establishing or restoring the health of the population. Accordingly, the healthcare system in
the broader sense encompasses all activities, both public and private, performed either by professionals or laypeople, that center
on health” (Labisch and Paul 1998: 123).

Both the current discourse and the recent literature include the terms “digital health” and “e-health.” In this regard,

digital health can be understood as “the use of modern ICT [information and communication technologies] in healthcare to
increase quality and efficiency, and to heighten the focus on patient needs” (Angerer et al. 2019: 6). The category of e-health
(electronic health) encompasses “electronically supported activities and systems in healthcare that collect, make available,
and/or evaluate patient data and other medical information remotely, using techniques that are not yet widely regarded as
standard” (Matusiewicz and Thielscher 2017). This consequently includes telematics and telemedicine (e. g., telediagnostics
and teletherapy). In Germany, the Digital Healthcare Act (DVG) (Gesetz fiir eine bessere Versorgung durch Digitalisierung

und Innovation, adopted on Dec. 9, 2019, BGBI. I: 2562) sets the goal of gradually networking all actors and institutions in
the country’s healthcare system via a secure telematics infrastructure (TI). We note in passing that it is not currently possible
to draw a clear distinction between digital health and e-health, and that the terms are used inconsistently and sometimes
synonymously. According to the WHO (2011) definition of m-health (mobile health), this is an aspect of e-health that has

not been uniformly defined to date. For the purposes of that organization’s Second Global Survey on E-health, m-health

was defined as “medical and public health practice[s] supported by mobile devices, such as mobile phones, patient monitoring
devices, personal digital assistants (PDAs), and other wireless devices” (European Commission 2014: 3). “This includes
applications (...) such as lifestyle and health apps that can be networked with medical devices or with sensors (e. g., in wristbands
or watches), as well as personal notification or assistant systems, health information and medication reminders delivered via
SMS, and wirelessly delivered telemedicine services” (ibid.).
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toward digital transformation.+ Nonetheless, these developments have kindled great expectations
regarding the ability of new medical practices to meet the demands of the future (Topol 2015).5

Given the healthcare sector’s considerable economic importance,®’ it should come as little surprise
that digital transformation in the sector is increasingly driven by tech giants that previously had
little to do with healthcare, but do have considerable experience developing and using information
and communication technologies (ICT) in various areas of life. Apple CEO Tim Cook has even mused
about the company looking back one day and realizing that its greatest contribution to humanity
will have been in the area of healthcare (Pearl 2019).

As they enter this field, tech giants are pursuing a variety of individual business models, for
instance by expanding the features and applications of existing proprietary products and ser-
vices (e.g., wearables), investing in cloud technologies, or introducing private services that extend
beyond those offered in the publicly regulated healthcare system. These offerings may be centered
on science, research and development tasks (e.g., Al and healthcare cloud computing); lifestyle
(e.g., mobile apps); or healthcare interventions directed toward specific diseases. Strategically,
technology companies are seeking to enter the healthcare market® via partnerships, collaborations
and alliances, as well as by acquiring or investing in startup companies (Kindermann and Linde-
mann 2018; Yildirim et al. 2016).

Tech giants still play a relatively insignificant role in Germany’s healthcare sector. However,
they already engage in a wide spectrum of activities internationally, ranging from offering and
administering medical care (including the construction of hospitals) and the financing of health-
care services (including health insurance) to facilitating the digital exchange of information
between various actors, devices and structures.

In the long run, tech giants are likely to carve out strong positions for themselves in the healthcare
sector. In a survey conducted by the Roland Berger management consultancy, 61% of the experts
polled said they were convinced that “large tech corporations will be an integral part of the health-
care system by 2025” (Choueiri et al. 2019: 10).

4 “The term ‘digital transformation’ refers to a significant body of active changes in everyday life, the economy and society
due to the use of digital technologies and techniques, as well as their effects” (Pousttchi 2017).

5  For example, the implementation of a personalized, preventive, predictive and participatory healthcare system - so-called
P4 medicine - would serve as an exemplary illustration of such changes (Flores et al. 2013).

6  Healthcare spending in Germany totaled € 410.8 billion in 2019. This was a 4.9 % rise compared to 2018, roughly in line with the
rate of increase in previous years. Healthcare spending accounted for 11.9 % of Germany’s gross domestic product (GDP) in 2019.
Within this total healthcare expenditure, 56.7 % or €233 billion was attributable to the statutory health insurance (SHI) system
(Federal Statistical Office, April 6, 2021). Globally, healthcare spending totaled $ 8.5 trillion in 2019 (WHO 2021d).

7  According to management consultants Roland Berger GmbH, the digital health market is expected to grow to € 57 billion in
Germany, €232 billion in Europe as a whole and € 979 billion worldwide by 2025 (Choueiri et al. 2020: 7).

8  The term “healthcare market” refers to that area of the market in which halthcare services and products are the object of
economic activity. It is divided in turn into the primary and secondary healthcare markets (Krimmel 2005). The former
represents the exchange of traditional healthcare services and interactions between healthcare-provision structures. The services
and products within this category are financed by private health insurance (PHI) plans and statutory health insurance (SHI)
systems. The customer base within the primary healthcare market is made up of patients or persons undergoing treatment. The
primary market is regulated by stricter legal frameworks than the secondary healthcare market (Damm et al. 2010: 1-3). The
secondary healthcare market includes health-related services and products that are not covered by private insurance, statutory
insurance programs or other public insurance entities; this includes items and services such as nutritional supplements, fitness
courses and over-the-counter drugs. In this case, the customers are not exclusively people who are already ill. Rather, the focus
is on preventive services, and on maintaining good health (ibid.; Krimmel 2005).

11
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1.2
WHO ARE THESE TECH GIANTS?

The literature currently contains no clear definition or criteria indicating which technology
companies should be identified as tech giants. The literature review performed for this study
revealed that the terms “tech superstars,” “tech corporations,” “tech giants,” “big tech,”
“online giants,” “large digital companies” etc. are for the most part used synonymously.

Writers referring to tech giants often do so using the acronym GAFAM.? This refers to the
technology companies Google LLC. (or for short, simply Google; its parent company is Alphabet
Holding Inc. (Alphabet)), Apple Inc. (Apple), Meta Platforms Inc. (Meta; formerly Facebook Inc.),*
Amazon.com Inc. (Amazon) and Microsoft Corporation (Microsoft). Most of these U.S. companies
are based in Silicon Valley, a region close to San Francisco known for its high number of technology
companies and startups (Schulz 2018).

The five GAFAM companies were all among the top seven of the world’s 100 most valuable
corporations in 2021. Apple, with a market capitalization of €2.515 trillion, led the list, followed
by Microsoft at €2.178 trillion and Alphabet at €1.693 trillion (values as of December 2021)
(Sommer 2021). According to reports in early 2022, Apple was the first publicly traded company
to reach a market capitalization of $ 3 trillion. This is just under Germany'’s total annual economic
output (tagesschau.de 2022). GAFAM companies together generate more than $ 800 billion in
revenue annually, exceeding the output of Switzerland’s economy, for example (2020 GDP: about
$751.9 billion) (Sommer 2021; Desjardins 2019; WKO 2021).

The GAFAM companies also have a number of subsidiaries and spin-offs, such as the Alphabet
subsidiaries Verily Life Sciences LLC (Verily; previously Google Life Sciences) and Calico Life
Sciences LLC (Calico).

Silicon Valley has become the epitome and symbol of disruptive technologies and developments:
“Not only because this is where the backbone of the technology industry is located, with the
region’s thousands of large companies and startups, but also because this is where the vision-
aries and utopians gather, the big dreamers and the reckless. Because here the money flows like
nowhere else in the world - billions of dollars in venture capital every year. A perfect breeding
ground for big ideas and world-changing developments” (Schulz 2018: 15).

9  Following Facebook’s decision to rename itself as Meta, this acronym should now be GAMAM.
10 Within this study, the tech giants will generally be referred to by their short names.

11 Facebook announced that the company would be renamed Meta at the end of October 2021 (Meta 2021).
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As new technological developments are tested, introduced but in many cases also ultimately
discarded,s “vast quantities of investor money are effectively burned year after year”
(Bottinger and Weifl 2019: 7). This allows even ideas whose success is far from certain to be
tested.4

A number of other technology firms beyond the GAFAM companies, many originally from non-
health fields, are also involved in healthcare. This list includes South Korea’s Samsung Group
(Samsung); the U.S. companies Intel Corporation (Intel) and NVIDIA Corporation (NVIDIA); the
Japanese technology company Sony Corporation (Sony); and the Chinese conglomerates Huawei
Technologies Co. Limited (Huawei), Alibaba Group Holding Limited (Alibaba) and Tencent Holdings
Limited (Tencent). Moreover, a number of other technology companies that are already well estab-
lished in the healthcare sector are today moving increasingly into the digital healthcare market.
This group includes SAP SE (SAP), Germany’s most valuable company (market capitalization:

€ 149 billion), and Siemens AG (Siemens) with its spin-off Siemens Healthineers. Siemens ranks
only slightly lower than SAP among the world’s 100 most valuable corporations, with a market
capitalization of €125 billion (Sommer 2021). The Dutch Koninklijke Philips N.V. (Philips) and

the U.S.-based International Business Machines (IBM) can also be placed in this category.

With this background in mind, we will in this study use the term “tech giants” to refer to tech-
nology companies that are unique regarding their digital technology expertise and resources, and
which have vast financial means at their disposal. In most cases, they have achieved economic suc-
cess and established a market position based on their activity in other areas of business. By enter-
ing the healthcare market, they are pursuing both their own economic interests and - according

to their own statements - the goal of using digital innovations to significantly improve healthcare
behavior and healthcare provision, and thus both individual and public health.

For the purposes of this study, we have selected 16 tech giants for review, with the goal of reflect-
ing the full range of such companies’ activities, while also taking different world regions into
account (»Table 1, Chapter 3). In late 2021, 13 of these tech giants were included in the ranking of
the world’s 100 most valuable companies using the metric of market capitalization (Sommer 2021).

12 Google, for example, frequently discontinues new cost-intensive inventions and developments; a highly incomplete list of
such products and services might include Google TV, Google+, Google Nexus, Picasa and Google Allo (Bdttinger and White 2019;
Ogden n.d.).

13 With its virtually unlimited capital, Alphabet has invested in a wide variety of so-called moonshot projects (-1.2), some of
which have been discontinued in recent years. According to the company’s own statements, Alphabet has invested $ 2.3 billion
in these projects since its inception, and has recorded a total of $ 24.3 billion in losses (Canales 2021).

14 Norman and Verganti (2014: 91-93) refer to research and development projects of this kind as “tinkering”: “When some-
one plays around with a product or a technology with no goal in mind - neither for enhancement of meaning, nor for
practicality — we call it tinkering. Tinkering can lead to brilliant insights and new products but when such results happen,
they are completely accidental.”
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FIGURE 2: Revenues for 16 tech giants (2020/2021)

$469.82 bn AMAZON
$168.09 bn MICROSOFT
$256.74 bn GOOGLE / ALPHABET
$117.93 bn META (FACEBOOK)
$365.82 bn APPLE

$16.68 bn NVIDIA

$79.00 bn INTEL

$57.35bn IBM

Source: Authors. Data: statista.de, Bertelsmann Stiftung
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$22.18 bn PHILIPS
$31.59 bn SAP

$71.13 bn SIEMENS

$84.82 bn
$233.72bn
$112.68 bn
$140.30 bn

$75.75 bn

SONY

SAMSUNG

ALIBABA

HUAWEI

TENCENT
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TECH GIANTS IN HEALTHCARE

1.2.1
DISRUPTIVE INNOVATION

In any discussion of tech giants, the issue of disruption or disruptive innovation quickly arises.®
Pousttchi (2017) defines this as follows: “The term disruption is used if the changes occur sud-
denly, with a clear break from the past being evident, for instance through the digital transforma-
tion of an existing competitor or a competitor newly entering the market.”

Disruption is associated with processes of change and renewal that “replace and in some cases
even completely displace (...) traditional business models, products and services” (Angerer et
al.2019: 10).

However, even when a healthcare system is undergoing digitalization, the changes being imple-
mented cannot be described across the board as disruptive innovations. Norman and Verganti
(2014) distinguish between incremental and radical changes. While incremental innovations bring
about modifications within a given framework of solutions, radical innovations transform the
framework itself, thus leading to new and unique solutions that have the potential to be disruptive
(ibid.: 82).
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Figure 3: Types of innovation
Source: Authors’ own illustration based on Norman and Verganti 2014, p. 89, Bertelsmann Stiftung

15 See inter alia: Meskd et al. (2020), Angerer et al. (2019), Gushurst et al. (2018), Piepenbrink (2019), Levina (2017),
Coupette (2014), Kaufman (2018), Hahn and Schreiber (2018).
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Figure 3 illustrates how the combinations of these two types of changes, each brought about by
new technologies and changes in these technologies’ systemic importance, combine to produce four
different types of innovation. For example, market-pull innovation is a development that leads to
incremental and continuous improvement. Technology-push innovation, by contrast, uses radically
new technologies to create incremental changes in the market. Meaning-driven innovation leads to
entirely new areas of utility and application through technologies that are experiencing only incre-
mental development over time. Finally, technology epiphanies are disruptive innovations emerging
from the application of radically new technologies; these in turn contribute to profound systemic
change (Norman and Verganti 2014: 89-90). In German, disruptive innovations are also referred

to as “Sprunginnovationen” (Federal Ministry of Education and Research 2021).

In summary, it would not be accurate to describe all digital developments or all of the tech giants’
activities in the healthcare sector as disruptive innovations - even though, according to the experts
interviewed in this study, many of the technology companies’ digital solutions do in fact hold the

potential to be disruptive.

1.2.2
THE MOONSHOT MINDSET

Paired with the tech giants’ efforts to push radical innovation into all areas of human life is the
narrative that Silicon Valley is the “center of global progress” (Schulz 2018: 15). The prevailing
sentiment there is also referred to as “moonshot,” “moonshot thinking” or the “moonshot mind-
set.” The moonshot concept was popularized by Google founder and former CEO Lawrence “Larry”
Page,' and refers to the early-1960s vision of manned lunar landings that was promoted by U.S.
President John F. Kennedy and others (Schulz 2018). Eric “Astro” Teller heads Alphabet’s X Devel-
opment LLC research division (short version: X; known as Google X until 2016), which calls itself
The Moonshot Factory (X - The Moonshot Factory 2020a). Teller offers the following explanation:
“Our use of the term ‘moonshot’ isn’t literal; it’s more of an emotional blueprint. A moonshot is
about looking beyond where you can actually see and envisioning an answer that doesn’t seem
reasonable - and pursuing it anyway. It’s about doing things that sound undoable but if done

could redefine humanity” (Teller 2019).

Thus, moonshots entail research into and the development of groundbreaking technologies
intended to contribute to radical solutions for problems experienced worldwide (see Figure 4).

The explicit mission of X, the Google-associated think tank and research facility, is to develop
highly innovative technologies that might one day make the world a “radically better place”

(Teller 2019). Health challenges are among the great current problems in our society that moonshot
thinking seeks to solve (Kovarik 2018).

16 The “moonshot mindset” or “moonshot thinking” takes the approach of solving a problem within a particular field that seems
unsolvable due to efforts to alter and modify its history, acceptance and growth rate (Roy 2020). This approach long predates
Page; its origins stretch back to the so-called waterfall methodologies of the 1950s, which were designed to identify potential
grounds for project failure at the point of a project’s beginning (Haigh 2018).
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Huge
Problem

Breakthrough Radical
Technology Solution

FIGURE 4: Moonshot

Source: Authors’ own illustration based on X - The Moonshot Factory 2020b, Bertelsmann Stiftung

These ambitious and almost utopian-sounding visions are meant to be realized with the help of
the “‘10X’ philosophy” (Schulz 2018: 103). According to this, every innovation should be 10 times
better than the status quo (Schulz 2018: 103; X - The Moonshot Factory 2020b). X’s Teller explains:
“The secret? It’s easier to get people to work on making something 10X better than to get them

to help make it 10 % better. Huge problems fire up our hearts as well as our minds. When you’re
aiming for a 10X gain, you can’t just slog through it. You have to find whole new ways of doing
things, and lean on bravery and creativity - the kind that, literally and metaphorically, can put

a person on the moon” (Teller 2019).

A moonshot mindset can also be used to solve intermediate problems or create intermediate
products and services. At worst, this merely results in the collection of valuable data, while in the
best case, it solves problems that can give a boost to one or more established companies or startups
(Diamandis 2015).

Critical voices, on the other hand, make a distinction between this term and innovations more

generally, arguing that while all moonshots can be considered radical innovations, not all innova-
tions are moonshots (Mention et al. 2019: 3-4). For example, moonshots always address significant

17 This philosophy is also one of the 10 components of the moonshot mindset concept. Other components of this corporate
philosophy include “Fall in love with the problem” and “Tackle the monkey first” (X - The Moonshot Factory 2020b).
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societal problems (Mention et al. 2019), while innovations may relate to more restricted market

or societal domains (Taylor 2017). In addition, some critics argue that today’s implementation of
moonshot projects has nothing in common with what was achieved by the actual moon landing
(Haigh 2018). Moonshot approaches can of course lead to failure as well.'® Nevertheless, to encour-
age moonshot thinking, some propose that a “failure bonus”* be offered for projects that ulti-
mately fail (Huckman et al. 2018).

1.3
RESEARCH INTEREST AND KEY RESEARCH QUESTIONS

This study has several goals: to gain insights into tech giants’ current and future activities in the
healthcare sector, to reflect on how they are affecting healthcare systems’ established structures
and operating principles, and to present recommendations for action that are based on an ethically
sound analysis.

The specific questions guiding the research include the following:

» What products and services are tech giants already using or developing specifically for the
healthcare field?

» Which areas of the healthcare sector and healthcare delivery are particularly attractive from
the perspective of tech giants?

» What activities are planned for the digital transformation of healthcare provision and the
healthcare sector more generally?

» What ethically relevant opportunities and challenges are associated with the tech giants’
activities in the German healthcare sector, particularly with regard to the provision of healthcare?

» How much power will the tech giants be able to develop in the healthcare sector, and what form
will this take?

» What measures and structures can be recommended as a means of dealing with the tech giants’
healthcare activities - that is, in enabling these activities to be shaped and used according to
ethical standards?

To date, no overview of the tech giants’ healthcare activities has been provided that is informed

by an ethical analysis and which also includes a discussion of the opportunities and challenges
involved. Numerous studies have addressed the issue of m-health (mobile health), which encom-
passes products and services such as wearable electronic devices (wearables) and health and medi-
cal apps.? In addition, a number of publications have examined the ethical considerations of health
in the digital age, dealing with issues such as digital self-determination, privacy, data protection,
discrimination, justice and solidarity.

18 See footnotes 12-13.
19 Google’s X already uses methods of this kind, providing project teams with a “failure bonus” (Huckman et al. 2018).

20 See inter alia Young et al. (2019), Kim et al. (2019a), Kim et al. (2019b), Kramer et al. (2019), Solifio-Fernandez et al. (2019),
Albrecht (2016).

19



TECH GIANTS IN HEALTHCARE

By contrast, this study is the first to present a more comprehensive account of the activities of
tech giants in the healthcare sector, as well as an ethical discussion of the associated opportuni-
ties and challenges for healthcare systems. Woopen and Mertz (2014) enumerate four functions

of ethics as an integral part of a broadly understood assessment of technology. Following their
proposal, and given the high ethical relevance of technological developments (legitimation), we
focus on technologies deemed to be of particular ethical significance, along with their impact (con-
ceptualization). In doing so, we seek to include a broad range of scholarly and practice-informed
perspectives, while evaluating and discussing these technologies using different ethical standards
as a basis (evaluation). From this discussion, we subsequently derive recommendations for action
(justification of norms).
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METHODOLOGY

2.1
EXPLORATORY LITERATURE REVIEW

This project began with a cross-disciplinary exploratory review of the literature addressing

issues relevant to tech giants in the healthcare sector. Because the subject under review has

to date received only sporadic attention by the literature included in research databases, the

search was extended to include other publications such as journal articles and so-called gray litera-
ture (e.g., corporate press releases and the mission statements of various companies). This research
was conducted between May 20, 2020 and September 30, 2020, with additional in-depth research -
where needed - being conducted through early January 2022. Further developments after that date
could not be taken into account.

Search terms and keywords were identified through an examination of journalism articles

in various daily and weekly newspapers, press releases from large technology companies, and
independent searches conducted with online search engines (i.e., USB Cologne* search portal

and Google search). In a next step, our research focused on both multidisciplinary databases

(i.e., JSTOR, Google Scholar, Web of Science, and Nexis Uni) and those targeting a specific
discipline (i.e., PubMed: medicine /medical ethics; PhilPapers: philosophy; BELIT: bioethics; Econ-
BIZ: economic and social sciences; Business Source Complete: economics). Both German and English
search terms were used. As is common with an exploratory research method, no inclusion

or exclusion criteria were defined that would have prevented the identification of potentially
significant literature in advance. This approach led to the integration of relevant publications
from related topics, such as big data, into the analysis. It allowed for the inclusion of gray
literature as well.

21 Catalogue of the University and City Library of Cologne and the shared subject and institute libraries (KUG), the catalogues
of Cologne public libraries, German unions, periodicals, and selected international catalogues.
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The review included publications in German and English only. Given the growth in tech giant activ-
ity in healthcare over the past decade, an additional parameter was set to include only

publications published since 2010. However, publications prior to 2010 were taken into account if,
for example, they were essential to providing a comprehensible estimation of technological devel-
opments. Selections were initially made on the basis of a publication’s title and abstract; a full-
text review determined which items were to be retained or removed from the final list. Publications
addressing developments such as m-health and big data without explicitly naming specific compa-
nies were also included.

Finally, the bibliographies of each selected publication were analyzed to identify further relevant
articles or authors (snowballing). This resulted in a total of 825 eligible publications (including
press releases and gray literature).

In the course of the exploratory literature review, four application areas (presented in more detail
in chapter - 3) were identified in which the activities of tech giants can significantly contribute to
the digital transformation of healthcare. The first two areas relate to products and services that are
aimed at patients and users on the one hand and at individuals in the healthcare professions on the
other. The third area includes system-relevant activities in healthcare provision, and the fourth
represents the activities of tech giants in science, research and development. The ethical implica-
tions of the tech giants’ activities in the four application areas are discussed in chapter > 4.

Technologies for patients and users

Technologies for healthcare professionals

Healthcare systems

Science, research and development

Tech Giants
in Healthcare

Bestelonann$tiftusg

FIGURE 5: Areas of application relevant to the study

Source: Authors, Bertelsmann Stiftung
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2.2
QUALITATIVE EXPERT INTERVIEWS

In order to gain insights from different areas of practice, the research questions were translated
into interview questions. A total of eight guided, non-standardized qualitative interviews were
conducted with experts (Kaiser 2014; Bogner et al. 2002) from different fields of research and
entrepreneurial activity. Representatives from the industries of pharmaceutics, medical devices,
and Al-focused software and technology were interviewed. Representatives from the regulatory
and investment sectors were also included, as was an individual representing a trade organization.

The interpretive social science method of paraphrasing (Heinze and Klusemann 1979, 1980; Heinze
1987) informed the analysis of these interviews. In a first step, two researchers independently
created paraphrases of the respective interviews, which they then substantiated to each other.
This was followed in a second step by a joint critical examination and revision of each paraphrase,
which resulted in a formulation of the core statements elicited during each respective interview.

2.3
ETHICAL ANALYSIS

The ethical analysis draws upon those ethical principles and values anchored in legally guaranteed
rights and freedoms that are also the focus of ethics bodies acting in an advisory capacity in the
field of digitalized healthcare:?> human dignity, rights to freedom and self-determination, health,
privacy, security/safety, justice and solidarity, sustainability and democracy. Forming a two-
dimensional matrix, the experts’ paraphrased core statements were assigned to the ethical prin-
ciples and the four application areas mentioned above: (1) technologies for patients and users, (2)
technologies for individuals in healthcare professions, (3) healthcare system, (4) science, research
and development.

With the literature review and analysis of interviews as a basis, the ethically relevant potentials
and challenges posed by the activities of tech giants in healthcare were discussed.

22 See inter alia European Group on Ethics in Science and New Technologies (2021), High-Level Expert Group on Al (2021),
German Data Ethics Commission (2019), German Ethics Council (2018).
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Technologies for patients and users /
healthcare professionals

Healthcare system

Science, research and development

TABLE 1: Overview of tech giant activities in relevant application areas

Source: Authors, Bertelsmann Stiftung
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TECH GIANT ACTIVITIES
IN HEALTHCARE

Tech giants are targeting different areas of healthcare provision in a variety of ways. In this study,
we examine four different areas of application:

» Technologies for patients and users
» Technologies for healthcare professionals
» Healthcare system

» Science, research and development

The boundaries between these areas are not always clear-cut, so cross-references may be included
as needed.

25



100010101010
olLoli100010101010

Vil -. 1 olloll




TECH GIANT ACTIVITIES IN HEALTHCARE

3.1
FOUNDATIONS

The collection of machine-readable data and the use of algorithms to process this data form
the foundation of digital products and applications offered by the tech giants in healthcare.

3.1.1
MACHINE-READABLE DIGITAL DATA

“Data is an important economic asset in today’s world (...). The manifold possibilities for collecting,
linking, evaluating and further processing data on a mass scale in digital form open up prospects
for new business models and enormous potential for economic value creation” (Piepenbrink 2019).

The collection, preparation and processing of large datasets form “the business foundation of
digital transformation and the tech giants” (PwC 2018; Bottinger and Weif3 2019). “Big data”> is one
of the key terms in present debates concerning the societal changes driven by technology (German
Ethics Council 2017b). Hahn and Schreiber (2018: 331), for example, believe that a transformation
to highly efficient digital medicine can only take place if the growing volumes of data are efficiently
analyzed and interpreted. Today’s tech giants have highly developed technological infrastructures
that are well suited to this task. Their activities are also partially rooted in the idea “that decipher-
ing biology and understanding disease is ultimately a data problem and can therefore be solved, at
least in part, by software experts” (Schulz 2017).

In the health and medical sector, data is often personal health data, such as treatment data relating
to individual patients from everyday clinical practice or diagnosis- and treatment-related billing
data for health insurance companies. According to the European General Data Protection Regulation
(GDPR),* certain data fall into a category requiring special protection, mostly according to Art 4 of
GDPR. No. 15 of GDPR: “personal data related to the physical or mental health of a natural person,
including the provision of healthcare services, which reveal information about his or her health sta-

23 The term “big data” is understood in different ways. As an umbrella term, it can be understood as “a bundle of newly developed
methods and technologies” that “enables the collection, storage and analysis of a large and arbitrarily expandable volume of
differently structured data” (Research Services of the German Bundestag 2013: 1) or, put differently, as “the processing of large
quantities of data, with the aim of discerning patterns and thus gaining novel insights” (German Ethics Council 2017b: 11).
Consistent with the English terms, big data is often characterized by the three Vs (Research Services of the German Bundestag
2013; Antes et al. 2017): These include the amount of data (volume) that is “produced in unimaginably large quantities through
continuous digitization processes” and is estimated to double every two years (Research Services of the German Bundestag
2013: 1). Since 2020, IBM (2021h) has even assumed the amount of medical data to double every 73 days. Another characteristic
is the speed (velocity) by which the data flow takes place permanently and continuously due to “networking and electronic
communication” and with which the data must be simultaneously processed (Research Services of the German Bundestag 2013:
1). The third essential characteristic is the heterogeneous nature (variety) of the data, which come from differently structured
and highly complex sources. Two additional characteristics are frequently cited as well: veracity (truthfulness and accuracy) and
(business) value (material value), the concrete determination of which appears to be difficult (Antes et al. 2017: 38-39).

24 Since its entry into force on May 25, 2018, the GDPR has regulated the collection, processing, use and transfer of personal data
throughout the European Union: Regulation (EU) 2016/679 of April 27, 2016, L 119/1 of May 5, 2016, p.1.
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tus.” Their processing is generally prohibited and permitted only under specific requirements (see
Art. 9 GDPR).

In Germany, legislators recently enacted the Digital Healthcare Act (DVG), which specifies the
permissibility of the processing and sharing of health data of persons insured in the Statutory
Health Care scheme (SHI) for research purposes in the context of the European requirements
(especially Art. 9(2)(j)(4) and 89(1) GDPR) for the German legal sphere.* In principle, all non-
personal data or personal data collected and processed with the consent of the data subjects are
not covered by the prohibition of the GDPR to process them (Art. 9(2)(a) GDPR). This often
concerns data generated by patients or users themselves (lifelog data; patient-generated health
data) or outside controlled study environments (real-world data).

Health-related big data applications require the broadest possible access to datasets that encom-
pass diverse types and sources of health data (Schulz 2017; Hanisch 2016). This poses questions
regarding privacy and data security as well as informational and digital self-determination
(Piepenbrink 2019). These and other aspects are discussed in chapter » 4 as part of the ethical
analysis. One must likewise examine whether and to what extent collections of health data should
be in the hands of tech giants and what, if any, associated risks society is willing to take for
health-related innovations.?¢

One example illustrating this issue is the data sharing arrangement in the partnership between
Google DeepMind and the UK National Health Service (UK NHS) which has been controversially
debated in the public (Ballantyne and Stewart 2019: 321) (=3.4.9). Project Nightingale from Ascen-
sion and Google provides a further example (Kriiger-Brand 2020: 376) (»3.4.9). The case currently
pending before the European Court of Justice (ECJ) against the tech giant Meta (formerly Facebook)
in connection with the merging of users’ data from different social platforms also shows the explo-
sive nature of how tech giants handle health data (Handelsblatt 2021).

Aspects of informational and digital self-determination are also affected if, for example, Al-based
de- and recontextualizations of data obscure the degree of their sensitivity, or if initially anon-
ymous data, for example in connection with a multitude of other data of different natures, allow
the re-identification of a specific person. In addition, the relinking of data can be used to create
profiles on behavioral patterns from the combination of consumption and health data on healthy
or unhealthy eating habits, for example, and to form risk groups (German Ethics Council 2017b;
Meier 2019) (=4.3.1 and »5).

Experts interviewed for this study are convinced that tech giants will intensify their core business
of data acquisition in the future and develop entire ecosystems of data-generating and data-
processing products and services. Many technology companies maintain their own digital infra-

25 See Fn. 3.

26 According to Bottinger and Wei3 (2019: 7-10), the actual business model of the tech giants is based on collecting as much
behavioral data as possible by means of the health-related products and services offered, and on creating personal profiles
of users aimed not only at influencing their decisions in the future, but also at making them. For further elaboration, see
Piepenbrink (2019), Zuboff (2019), and the German Data Ethics Commission (2019). For further reference, see also Couldry
and Mejias (2020).
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structures (cloud computing) to facilitate the merging and processing of these comprehensive
data sets (»3.4.1).

3.1.2
ALGORITHMIC SYSTEMS AND ARTIFICIAL INTELLIGENCE

Processing large quantities of data and generating insights requires algorithmic systems, most
of which fall under the category of artificial intelligence, including machine learning and deep
learning (Data Ethics Commission 2019: 57-62).

Machine learning (ML) is “a rapidly growing subfield of computer science that deals with

models and methods of data analysis and is interwoven into a wide range of application areas. (...)
In most cases, a specific statistical model is ‘trained’ using data. In the typical case of automatic
classification, systems use specific training data sets to ‘learn’ computational rules that classify
or categorize data in a particular way” (German Ethics Council 2017b: 72-73).

In a further development, deep learning (DL) “replicates processes along hierarchically organized
layers, similar to the mode in which neural networks operate in the human brain. Each layer uses
the results of the previous layer and processes them further to produce new results. Given the
increasing volume of data and increased computing power, the networks in use today contain more
interconnecting intermediate layers than ever before. The key difference to traditional methods

is that in Deep Learning, the process of extracting characteristics has also been automated to a
large extent and models can often be trained directly with raw data. This can reduce dependence
on complex pre-processing steps, which can also include developer biases and intuitions” (German
Ethics Council 2017b: 74).

In current usage, different forms of self-learning algorithmic systems are referred to using the term
“artificial intelligence (AI)” (Data Ethics Commission 2019: 59; German Ethics Council 2017b: 75).

A distinction is made between ,,artificial narrow intelligence“ (ANI), “artificial general intelligence”
(AGI) and ,,super intelligence“. ANI can solve “well-specified tasks;” AGI is intended to handle

“a wide range of tasks, possibly without human intervention” (Data Ethics Commission 2019: 59),
which is not yet possible. Meanwhile, “super intelligence” describes a hypothetical system that

not only mimics, but also exceeds human intelligence and develops self-awareness (Escott 2017).

Al is widely regarded as the “most pressing, exciting, promising - but also dangerous - technology
issue in the world since man learned to split the atom” (Schulz 2018: 64). The medical field is

one of the most prominent and rapidly growing fields of application and investment in artificial
intelligence (Kaufman 2018; German Ethics Council 2017b).?” Numerous hopes and visions for the
future are formulated (see, among others, Topol 2019a; Hiitten 2019; Ferryman and Winn 2018);

for example, that AI-based applications will lead to substantial advances in the clinical areas of

27 Following its acquisition of Nuance Communications Inc., a company specialized in Al, in 2021, Microsoft CEO Satya Nadella
announced: “Al is technology’s most important priority, and healthcare is its most urgent application” (tagesschau.de 2021b).
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Tech giants and artificial intelligence

(Selected URLs for current projects and recent publications)

ALIBABA
> https:/damo.alibaba.com/pubs/

AMAZON
> https:/www.amazon.science/publications

APPLE
-> https:/machinelearning.apple.com/
research?page=1&tag=Health

GOOGLE

> https:/research.google/research-areas/health-
bioscience/

> https:/research.google/teams/brain/

> https:/ai.google/research/

> https:/deepmind.com/research

HUAWEI

- https:/www.huawei.com/en/technology-
insights/industry-insights/technology/ai

- https:/e.huawei.com/en/publications/global/
ict_insights

IBM
> https://research.ibm.com/artificial-intelligence

INTEL
> https:/www.intel.com/content/www/us/en/
research/publications.html

META (formerly Facebook)
> https:/research.fb.com/publications/

MICROSOFT

> https:/www.microsoft.com/en-us/research/
blog/

> https:/blogs.microsoft.com/ai/

NVIDIA

> https:/www.nvidia.com/en-us/research/
ai-playground/

-> https:/research.nvidia.com/publications

PHILIPS

> https:/www.philips.com/a-w/research/research-
programs/ai-research-at-philips-research-north-
america.html

> https:/www.philips.com/a-w/research/
downloads-and-publications.html

SAMSUNG

> https:/research.samsung.com/artificial-
intelligence

> https:/research.samsung.com/research-papers/
paper/search

SAP

-> https:/www.sap.com/about/company/
innovation/open-access-research-publications.
html?sort=title_asc

SIEMENS

> https:/www.siemens-healthineers.com/medical-
imaging/molecular-imaging/mi-clinical-corner/
scientific-and-clinical-publications

-> https:/www.siemens-healthineers.com/en-us/
magnetic-resonance-imaging/published-studies

- https:/www.magnetomworld.siemens-
healthineers.com/publications/magnetom-flash

-> https:/www.siemens-healthineers.com/Covid-
19/Covid-19-resources

SONY
> https:/www.sony.com/en/Sonylnfo/sony_ai/

TENCENT
> https:/ai.tencent.com/ailab/en/paper/?page=1
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TECH GIANT ACTIVITIES IN HEALTHCARE

prevention,?® diagnostics?® and treatment3° as well as in science and education (Kriiger-Brand 2020;

Choueiri et al. 2019; Schulz 2018; PwC 2018, 2017).

However, Al-based technologies can pose considerable risks of discrimination and stigmatization;

their mode of operation is often even beyond the understanding of the developers themselves

(“blackbox medicine”), and they can also be used for controversial purposes, such as surveillance.3

The ethical aspects are discussed in chapter - 4.

Tech giants are investing heavily in the development of AI-based systems and applications.

This also includes significant competition in the recruitment of “Al talents”3> (Lewis-Kraus 2016).

The following are examples of the activities of the tech giants in the realm of Al.
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GOOGLE has “essentially been a machine

learning project” since the company’s founding

in 1998 (Schulz 2018: 77). Google and Alphabet
CEO Sundar Pichai has repeatedly emphasized that
Google is transforming itself into an artificial intel-
ligence company (Pichai 2017a, 2017b). That goal

is reflected in the health sector, for example, in
numerous research projects, as well as in high levels
of investment (Schulz 2018: 78).

The Google Health division,*® founded in 2006,
attempted to collect electronic health data in the
form of an electronic health record (EHR) and
derive recommendations in an initial project that
was discontinued after a few years (Meské et al.
2020:8-9). Since then, Google Health has focused
on numerous research projects related to applica-

tions for everyday clinical practice and works with

various medical care providers as well as govern-
mental and academic partners (Google Health n.d.
d, b, ¢) (= 3.5). One focus at Google Health is com-
puter vision, which is used in the fields of medical
imaging and diagnostic applications (Mesko et al.
2020: 14) (»3.5).

In 2011, the company launched its Google Brain
research unit as a project of the Alphabet subsidi-
ary X. The team at Google Brain is engaged in the
research and development of deep learning algo-
rithms and Al applications, including in the area of
healthcare provision. Researchers at Google Brain
have developed, for example, TensorFlow, the
world’s leading open-source machine learning plat-
form (Lewis-Kraus 2016). Google Brain has been a

division of Google Al ever since the unit, dedicated

Wearables and apps are considered promising with regard to Al-assisted health promotion and prevention because they can

collect and monitor vital data and, in case of deviations from the norm, provide a warning to the affected patient and also to
healthcare professionals (+3.2 and »3.3) (Hahn and Schreiber 2018).

For example, Al-based ultrasound and X-ray technologies will be able to independently identify diseases as diagnostic imaging
procedures. These technologies also hold promise in the diagnosis of rare genetic conditions by, for example, using facial

recognition, because the machines can process a large amount of information about rare diseases from databases, whereas
physicians have often only seen a few cases, which can make a correct diagnosis difficult (Winkler et al. 2020; Gurovich et al.

2019; Schulz 2018).

In the area of treatment, Al-based systems can provide support in, for example, intraoperative procedures by improving

endoscopic navigation or 3D visualization during computer-assisted surgery, in addition to other applications (Central Ethics

Commission of the German Medical Association 2021).

See, among others: Central Ethics Commission of the German Medical Association (2021), WHO (2021a), Mozur, et al. (2020),
Johnson (2020), Data Ethics Commission (2019), Robbins (2019), Floridi, et al. (2018), Kaste (2018), Pasquale (2015).

Meta (formerly Facebook) promises up to seven-figure starting salaries to talent in the field of AI, for example (Kaufman 2018).

Apple has responded by paying developers up to $180,000 in stock options in order to get them to stay with the company

(Heming 2021).

According to statements by Dr. David Feinberg, head of Google Health, Google is already a health company, with health
aspirations written into its DNA since the company’s inception (Google Health 2019).
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exclusively to Al research, was founded (Mesko et
al. 2020:8).

In 2014, Google acquired the London-based startup
DeepMind, which is focused on artificial general
intelligence (AGI). For the development of applica-
tions in the healthcare sector, the company founded
its DeepMind Health offshoot, which developed the
medical smartphone app Streams (= 3.3). DeepMind
Health became involved in numerous partnerships

and was also the subject of criticism for some of its

APPLE has dedicated its Apple Machine Learn-
ing Research division to Al research projects.

In July 2017, Apple launched the Apple Machine
Learning Journal to provide an overview of the
company’s current projects in health-related

Al research and other areas (Insel 2017; Apple
Machine Learning Research 2021a, 2021b).

META (formerly Facebook) uses Al to reduce

the sharing of misinformation or false information
on its platforms about topics such as COVID-19
(Facebook Al 2020b; Jakob 2019). In the course of
this process, Meta says it worked with more than
60 independent organizations that fact-check and
label the content in question (Facebook Al 2020b).3*

Meta also uses Al in some countries to identify
people at risk of suicide on the social network
facebook. The technology evaluates not only what
the person is writing, but also comments that are
posted in response. If a person is assessed as being
at risk, staff members then decide whether to
inform the police (Kaste 2018) (-4.3.1).

projects (Meské et al. 2020: 10-15) (= 3.4.9).

In 2019, the team at DeepMind Health and the

app Streams were incorporated into the Google
Health division (King 2019), which has also been the
subject of public controversy (> 3.4.9). DeepMind
achieved a breakthrough in November 2020 as part
of AlphaFold (CASP), when it succeeded for the first
time in determining the 3D shape of proteins based
on their amino acid sequences using deep learning
(Callaway 2020).

Apple’s Al / ML Residency Program provides
participants in the one-year program with ML
and Al training as well as courses on developing
Al-based solutions and products (Apple Machine
Learning Research 2022).

Facebook Al Research (FAIR) and New York
University (NYU) Langone Health are collaborating
on fastMRI, an Al-based medical imaging research
project (fastMRI 2020) (= 3.5).

In late 2021, Frances Haugen, a former product manager at Facebook’s unit dealing with misinformation, lodged serious
allegations against Facebook (now Meta). Speaking before the U.S. Subcommittee on Consumer Protection, Product Safety

and Data Security, she accused the tech giant of putting corporate profits ahead of the well-being and safety of users and basic
societal principals such as democracy by, among other things, knowingly using algorithms “that amplify divisive and harmful

content” (tagesschau.de 2021f, 2021e).
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AMAZON is pursuing numerous activities in the
field of Al, such as the development of Al-assisted
recognition and translation programs. Amazon
Rekognition Video, for example, includes a

deep learning video analytics function that can
detect, track and extract objects, faces and content
from video (Walker 2017). This could ultimately

be relevant for medical imaging in the healthcare

sector.

With Amazon Transcribe Medical, an automated
speech recognition (ASR) service, speech-to-text
capabilities can be used. The service is used in a
wide variety of medical fields. According to Amazon,
the service can be used to precisely transcribe
conversations between doctors and patients, for
example (AWS 2021b).

MICROSOFT is running numerous Al projects
such as the Microsoft Healthcare NEXT initiative,
which aims to transform healthcare by lever-
aging existing Al and the Azure Cloud (Microsoft
Feb. 16,2017) (+3.4.9).

Microsoft’s Al for Good initiative is the umbrella
for various programs such as Al for Earth, Al for
Humanitarian Action and also Al for Health (+3.4.9
and - 3.5), which are designed to address major
crises and pursue UN sustainability goals in
cooperation with non-governmental organizations
(NGOs) and other humanitarian organizations.
Microsoft along with, for example, IBM is also part
of the UN International Telecommunication Union’s
(ITU) platform Al for Good, which is dedicated to
achieving these sustainability goals using Al and,
to that end, brings innovators together with
“problem owners” (Microsoft 2022; ITU 2021;
Smith 2018).

Amazon Translate is a neural machine translation
service that the company claims can produce highly

accurate and authentic translations (AWS 2021c).

Amazon Comprehend Medical is an ML-based nat-
ural language processing (NLP) service that extracts
health data and information from medical texts.
The data can be used for health analyses, in the
execution of clinical studies, for pharmacovigilance
and to provide an overview. They can also be
linked to medical ontologies such as ICD10-CM?>
or RxNorm.%¢ The aim of Amazon Comprehend
Medical is to make all medical and health informa-

tion easily accessible and retrievable (AWS 2021a).

Amazon’s virtual assistant Alexa is also Al-based
and is already being used intensively in the health-

care sector (»3.2).

Microsoft is also collaborating with Nuance
Communications, Inc. on Project EmpowerMD,
which processes conversations between physicians
and patients, integrates the content into electronic
health records (EHR) and automatically provides

a medical summary. The system uses a large num-
ber of algorithms designed to recognize complex
natural language and process its content. The
system is designed to learn from all interactions
and thus to help ensure the best medical outcome
(Microsoft Research 2019; Microsoft News Center
Oct. 17, 2019) (»3.4.9).

Microsoft’s Project Hanover, launched in 2016,
aims to advance the technological foundations of
machine reading for precision medicine. It combines
deep learning and probabilistic logic. The project

is currently focused on molecular tumor research

as well as on generating evidence from real-world

International Classification of Diseases, Tenth Revision, Clinical Modification.

RxNorm links clinical drug use names to drug vocabularies used in pharmacy management and drug interaction software to

ensure standardization of drug names across systems (National Library of Medicine (NLM) 2021).

Project EmpowerMD works with the system Dragon Ambient eXperience (DAX), which records and processes doctor-patient

conversations during everyday visits (Microsoft 2021a).
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healthcare provision in conjunction with clinical
trials (Microsoft Research 2016).

Microsoft is collaborating with SilverCloud Health,
to support its digital health platform with Al-based
applications (Mesko et al. 2020: 6) (»3.4.9).

Microsoft is working with the pharmaceuticals
company Novartis as part of the Novartis Al Innova-
tion Lab (Evans 2020) (= 3.4.9).

IBM’s Watson Health seeks to create solutions for
the healthcare system using Al, data analytics and
blockchain technologies. Data and knowledge are
harnessed to support well-founded decisions in the
healthcare context, to increase efficiency in com-
panies and in the healthcare sector, and to improve
clinical trials (IBM 2021h) (3.2 and - 3.4.9).

INTEL and the Center for Digital Health Innovation
(CDHI) at the University of California, San Francisco
(UCSF) are collaborating to jointly deploy and
validate a deep learning analytics platform. It

is designed to improve medical care by helping
clinicians make better treatment decisions,

predict patient outcomes and respond more

nimbly in acute situations (Meskd et al. 2020: 56;
UCSF Jan. 18, 2017).

NVIDIA Clara is a platform and application
model that aims to drive healthcare innovation
and precision medicine through the use of Al

and intelligent computing. The areas of genomics,
observation of the health status of patients,
medical imaging and drug development are its
focus (NVIDIA 2021d; The Medical Futurist 2018)
(»3.3,23.4.3and »3.5).

Microsoft’s (Azure) Health Bot service is an
Al-based platform designed to support the integra-
tion on virtual assistants and chatbots (Microsoft
2021c; Microsoft Research 2021a) (+3.3).

The Al Horizons Network is a global network of
researchers initiated by IBM to further develop the
use of Al, natural language processing (NLP) and
related technologies (IBM Apr. 28, 2020) (»3.4.1
and > 3.5).

In partnership with the Center for Biomedical Image
Computing and Analytics (CBICA) at the University
of Pennsylvania Medical School and 29 other
healthcare institutions, Intel is using federated
learning®® to develop Al to help detect brain tumors
(Council 2020; Proffitt 2020).

NVIDIA Clara Train SDK is an application frame-
work designed to support the sharing of data and
knowledge between hospitals and medical facilities
through federated learning in ways that allow
algorithms to be trained without jeopardizing the
priva